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Abstract—As the automotive industry increasingly relies on
wireless technologies, a new attack surface emerges, pos-
ing significant security threats to modern cars. This paper
investigates the vulnerabilities and risks of wireless vehicle
attacks, including eavesdropping, message tampering, spoof-
ing, and jamming. It highlights vulnerabilities in the CAN
bus communication interface. By exploring these attacks and
their potential consequences, this paper aims to shed light on
the urgent need for robust security measures to safeguard the
safety and privacy of vehicle owners. The focus is on under-
standing the evolving landscape of wireless threats in the au-
tomotive industry, providing valuable insights for researchers,
practitioners, and stakeholders involved in developing effective
countermeasures and enhancing overall vehicle security. In
contrast to other research articles, this paper presents the
ISO/SAE DIS 21434 standard, which offers a systematic and
structured approach to enhance cybersecurity in the automotive
industry, even in the face of emerging wireless threats. In
addition, this paper highlights notable examples of attacks
on modern cars, where researchers gained access to vehicle
systems through wireless vulnerabilities, demonstrating the
potential dangers of interconnected car systems to illustrate
the real-world implications.
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1. INTRODUCTION

Autonomous vehicles and Internet-of-Vehicles (IoV) technolo-
gies are rapidly evolving. These vehicles have advanced sen-
sors, GPS, entertainment systems, and autopilot features, mak-
ing driving easier and safer. However, with such technology
comes new threats, particularly in cyber attacks. Companies
investing in this field compete to release the latest and safest
autonomous cars, while security measures in these cars will
have to keep up with new threats and methods of attack being
developed [1].

One of the main concerns is that modern-day vehicles have
millions of lines of code involved in building the software and
hardware for modern autonomous cars. In fact, there are over
100 million lines of code in an autonomous car, which all have
to be checked for bugs, errors, and fail-safes to ensure safe
public release [1].

Alarming flaws have been found within the software of modern
cars. For instance, one white hat hacker group was 2021 able
to compromise the autopilot function of a Tesla Model S.
Another group found a way to remote-control a Jeep to such
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an extent that they had complete control over every function
of the car, including the engine. These incidents prove that the
design of either hardware or software in autonomous cars can
be compromised and abused for harming people or collecting
data on people’s location [1].

Vehicle to Everything (V2X) is crucial for the Intelligent
Transport System (ITS) to improve road safety and traffic
management by exchanging information between vehicles and
various components of the ITS, such as pedestrians, transport
infrastructure, and Internet gateways [2]. V2X enables commu-
nication between Onboard Units (OBUs) in vehicles with other
vehicles, road infrastructure, pedestrians, and networks. V2X
communication messages contain information about traffic
conditions such as accidents and traffic jams, allowing drivers
to take early action [3].

While V2X communication technologies aim to enhance trans-
portation infrastructure, they also bring forth potential security
threats. Vehicles can transmit fake data to other vehicles,
causing traffic disruptions or accidents. As attackers may
have physical access to portions of the system, detecting
and preventing attacks is critical for the widespread imple-
mentation of V2X systems. Security breaches can result in
data loss, component malfunction, and environmental harm.
Thus, securing V2X communication platforms is imperative
for successful design and implementation [4].

This paper aims to provide a comprehensive overview of the
current threats to V2X communication to complement existing
exhaustive surveys. Sedar et al. [5] provide a comprehensive
survey on V2X security mechanisms and explain differences
to previously published surveys like [2] and [6]. Yoshizawa
et al. [7] published another most recent survey, which also
captures privacy issues. Other surveys dealing with special-
ized issues like testing and authentication are [8] and [9]
respectively. In this paper, we rely on previous work, including
these studies, but focus on practitioners and current standards
dealing with V2X communication and ensuring security.

We structure this paper as follows: We start with introducing
the background. Afterward, we discuss some of the most com-
mon wireless attacks that target V2X communication systems
and explore techniques to protect V2X communication against
such attacks. Finally, we conclude with a discussion of the
key takeaways from this paper. Throughout the paper, we
aim to enhance the understanding of the security challenges
associated with V2X communication and contribute to the
ongoing efforts to develop effective countermeasures against
these threats.



2. BACKGROUND

This section provides an overview of the necessary background
information related to V2X communication. This overview
includes information on the standards and protocols used for
communication, such as DSRC, LTE-V2X, and real-world
scenarios comprising security threats. By understanding these
foundational concepts, readers are better equipped to under-
stand the security challenges connected vehicles face and the
developed solutions to address them.

2.1 The Importance of Security in Wireless Networks

The CIA triad stands for Confidentiality, Integrity, and Avail-
ability. With the addition of Authentication, it is commonly
called CIA-A. This model is commonly used in developing
security systems and is a basis for finding vulnerabilities
and creating solutions. CIA-A helps guide security teams by
separating the four ideas into focal points, making it easier
to address each concern. When we meet all three standards,
the organization’s security profile is more robust and better
equipped to handle threats.

« Confidentiality: Involves efforts to keep data private and
prevent unauthorized access. Direct attacks, human error, or
insufficient security controls can compromise Confidential-
ity. To fight against confidentiality breaches, organizations
can classify and label restricted data, enable access control
policies, encrypt data, and use Multi-Factor Authentication
(MFA) systems.

« Integrity: Involves making sure data is authentic, accurate,
and reliable. Compromising integrity can be done intention-
ally or accidentally. Organizations can use hashing, encryp-
tion, digital certificates, digital signatures, and employ trust-
worthy Certificate Authorities (CAs) to protect integrity. A
method for verifying integrity is non-repudiation.

o Availability: Data is useless unless available to those who
need it. Power outages, natural disasters, or deliberate
sabotage can compromise availability. Organizations can
use redundant networks, servers, and applications to en-
sure availability, upgrade software packages and security
systems, and have backup and disaster recovery plans [10].

« Authentication: Authentication means that only authorized
users should be able to access information. Key manage-
ment and distribution are critical components of Authenti-
cation and must be adequate to meet system requirements
[11].

2.2 Regulations and Safety Standards
2.2.1 American Federal Motor Vehicle Safety Standard

In 2015, the American National Highway Traffic Safety Ad-
ministration’s (NHTSA) proposed the establishment of the
Federal Motor Vehicle Safety Standard (FMVSS) No. 150 for
Vehicle to Vehicle (V2V) communication systems. The pro-
posed rule would require certain passenger cars, Multipurpose
Passenger Vehicles (MPVs), trucks, and buses having a gross
vehicle weight rating of 4,536 kilograms or less to be equipped
with V2V communication technology that sends and receives

Basic Safety Messages (BSMs) to and from other vehicles.
The proposed rule is extensive and covers various areas such as
communication technology, BSM format and communication
protocols, spectrum use, BSM authentication, misbehavior
detection and reporting, cyber security, and consumer privacy.
The NHTSA proposes to mandate Dedicated Short Range
Communication (DSRC) technology for V2V communication
and considers alternatives inter-operable with DSRC [12].
The NHTSA also proposes requirements for message authenti-
cation, misbehavior detection and reporting, and cyber-security
to ensure a secure communication environment. The proposed
rule would mandate that all V2V devices sign and verify their
BSMs using a Public Key Infrastructure (PKI) based Security
Credential Management System (SCMS) and performance re-
quirements and test procedures for BSM transmission and the
signing of BSMs. The agency also considers two alternatives;
the first alternative does not specify architecture or technical
requirements for message authentication, and a receiver of
a BSM message must be able to validate the contents of a
message to confirm that it originated from a single valid V2V
device and was not altered during transmission. The second
alternative does not propose a specific message authentication
requirement, and BSM messages would be validated with a
checksum or other integrity check, passed through a misbe-
havior detection system to filter malicious or misconfigured
messages, and implementers would be free to include message
authentication as an optional function [12].

2.2.2 European Standards and Regulations

The new Vehicle General Safety Regulation, which took
effect on July 6, 2022, introduces mandatory advanced driver
assistance systems and establishes the legal framework for
approving automated and fully driverless vehicles in the Eu-
ropean Union (EU). These safety measures aim to protect
passengers, pedestrians, and cyclists, with an estimated impact
of saving over 25,000 lives and preventing at least 140,000
severe injuries by 2038. The regulation empowers the Euro-
pean Commission to develop technical rules to approve fully
driverless vehicles, positioning the EU as a pioneer in this
field. Implementing these rules is expected to enhance public
trust, drive innovation, and improve the competitiveness of
Europe’s car industry [13].

Within the European Union, there are many initiatives to
utilize and advance V2X communication models to enhance
road safety. One such initiative is the European Telecommu-
nications Standards Institute Cooperative Intelligent Transport
Systems (ETSI C-ITS), which aims to facilitate real-time
information exchange between vehicles and infrastructure, en-
abling cooperative interactions and improving traffic efficiency
and safety. Another notable initiative is VI-DAS, the Vision
Inspired Driver Assistance System, which aims to design next-
generation connected Advanced Driver Assistance Systems.
VI-DAS leverages sensors, data fusion, machine learning, and
cloud infrastructure advancements to better understand driver
behavior, vehicle context, and scene analysis. These initiatives
highlight the EU’s commitment to using V2X communication
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for enhanced road safety and advancing the capabilities of
intelligent transportation systems [14], [15].

2.2.3 ISO/SAE 21434

The ISO/SAE 21434 is a cybersecurity standard for road
vehicles, as described in the article by Macher et al. [16],
which provides a comprehensive overview of the standard’s
key aspects and guidelines. The standard aims to establish a
structured process for ensuring cyber secure design, reduce
the potential for successful cyberattacks and the likelihood
of losses, and provide consistent means of responding to
cybersecurity threats across the global automotive industry.
This standard is designed for road vehicles and sets minimum
criteria for automotive cybersecurity engineering. The stan-
dard encourages a risk-oriented approach for prioritizing ac-
tions and systematically determining cybersecurity measures.
ISO/SAE 21434 is structured into the following sections:

1) establishes the scope of the standard, outlining its intended
application and purpose.

2) provides normative references, listing other standards for
implementing automotive cybersecurity.

3) defines and explains the abbreviated terms and definitions
used throughout the document to ensure consistent under-
standing.

4) is an informative section that describes the vehicle ecosys-
tem, organizational cybersecurity management, and the
overall automotive lifecycle. It provides context for the
implementation of cybersecurity measures.

5) focuses on the organizational aspects of cybersecurity,
including developing a cybersecurity strategy, policy, and
objectives.

6) addresses risk management requirements, which involve
assessing potential threats and determining their potential
impact on road users.

7) is dedicated to the concept phase and covers defining
cybersecurity goals based on threat analysis and risk as-
sessment. It also specifies the cybersecurity requirements
necessary to achieve those goals.

8) outlines the implementation and verification of cybersecu-
rity requirements during the product development phase.

9) focuses on the automotive lifecycle’s production, operation,

and maintenance phases. It specifies requirements to ensure

the implementation of cybersecurity measures in the pro-
duced item and covers cybersecurity activities conducted
in the field.

describes supporting processes, including organizational

processes necessary for effective cybersecurity implemen-

tation.

10)

Section 8 focuses on product development and is divided into
different phases: system development, hardware development,
software development, verification and validation, and post-
development release. Best practices for cybersecurity design
mentioned include principles like least privilege, Authentica-
tion, authorization, and end-to-end security. System integration
is verified through various methods such as requirement-
based testing, interface testing, penetration testing, vulnera-
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bility scanning, and fuzz testing. Hardware design consider-
ations include domain separation, self-protection, prevention
of bypassing security functionalities, and secure initialization.
Identifying and analyzing interfaces related to cybersecurity
is essential to assess vulnerabilities and potential entry points
for attacks.

2.3 V2X Communication

V2X communication systems consist of various communica-
tion modes, including vehicle-to-vehicle, vehicle-to-pedestrian
(V2P), vehicle-to-infrastructure (V2I), vehicle-to-cloud (V2C),
vehicle-to-network (V2N) as well as vehicle to infrastructure
to vehicle (V2I2V) communications. These systems use either
IEEE 802.11p-based technology operating in the 5.9 GHz
frequency or LTE-based technology [4].

The IEEE 802.11p-based ad-hoc V2X communication ap-
proaches are DSRC in the United States and C-ITS in Europe.
These technologies are already deployed in several countries
and mainly use broadcast and unicast/multicast networking
patterns suitable for various V2X applications. The physical
transmission and Medium Access Control (MAC) for DSRC
and C-ITS are the same based on IEEE 802.11p standards [4].
V2X communication enables vehicles to communicate with
other vehicles, infrastructure, and vulnerable road users using
different connectivity modes. V2X communication is facili-
tated by onboard units (OBUs) equipped with computational
power and a networking protocol stack for exchanging infor-
mation with neighboring vehicles and infrastructure located
in their vicinity. OBUs use 802.11p/PCS5 interfaces for direct
communication in V2V, V2I, and V2P modes and the Uu
interface for network-based communication in V2N mode.
Roadside Units (RSUs) act as gateways between OBUs and
the communication infrastructure, extending the short-range
communication capabilities. RSUs also offer Internet access,
security key distribution, and real-time traffic data distribution.
Roadside users, such as pedestrians, cyclists, and motorcy-
clists, can participate in V2P communication using intelligent
personal devices. Base stations facilitate V2N connectivity
for V2X terminals by broadcasting received data from sev-
eral V2X terminals using the Uu interface on the downlink.
Edge/central cloud servers combine information from multiple
sources at a central location, obtaining a holistic view of all
connected entities, traffic information, roads, and infrastructure
[5].

Messages are exchanged to support safety, traffic, and infotain-
ment applications and are categorized into four types: periodic,
local event triggered, global event triggered, and emergency
vehicle messages. Each message type has a specific purpose
and is sent through different communication links with varying
latency levels [6].

2.4 IEEE 802.11p-based V2X Communication

2.4.1 DSRC

The DSRC technology is designed to support various vehicular
communication-based applications and is under active devel-
opment in the United States and other countries. DSRC is



mainly deployed to enable collision prevention applications,
and the U.S. Department of Transportation estimates that
DSRC-based V2V communication can prevent up to 82% of
all crashes involving unimpaired drivers, potentially saving
thousands of lives and billions of dollars [17].

DSRC-based V2X communication technologies have many
potential benefits in improving road safety. The onboard
system of a vehicle can provide the driver with feedback in the
form of audio, visual, or haptic warnings to avoid potential col-
lisions or hazards. The US Department of Transportation has
collaborated with automakers to study the feasibility of V2V
safety applications, such as forward collision warning, blind-
spot warning, and emergency electronic brake lights. DSRC
can also be used for other applications such as navigation
assistance, electronic payments, and traffic updates [17].
DSRC utilizes IEEE 802.11p Wireless Access for Vehicular
Environments (WAVE) at the Physical Layer (PHY) and MAC
layers and a suite of IEEE 1609 standards at the middle
of the stack for Channel Switching, Network Services, and
Security Services, respectively. For the Network and Transport
layers, DSRC supports Internet Protocol version 6 (IPv6),
User Datagram Protocol (UDP), and Transmission Control
Protocol (TCP) from the Internet Engineering Task Force
(IETF). The choice between using the WAVE Short Message
Protocol (WSMP) or IPv6+UDP/TCP depends on the specific
application requirements, with WSMP being used for single-
hop messages and IPv6 for multi-hop packets [17].

In order to support V2X communication, IEEE 802.11p pro-
vides guidelines for using the 5.9 GHz band that enables
vehicles to exchange information with other vehicles, roadside
infrastructure, and other devices. The standard specifies the
PHY and MAC layer protocols for V2X communication,
including message formats, packet structures, and transmission
procedures. It also addresses channel access, security, and
Quality of Service (QoS) [18]. The 5.9 GHz band is allocated
by the FCC for DSRC operation in the United States and is
divided into seven 10 MHz channels with a 5-MHz guard
band at the low end. Pairs of 10 MHz channels can also
be combined into a 20 MHz channel. The testing of DSRC
in the US has focused on 10 MHz channels due to the
desire to support many parallel types of applications, and
physical testing suggests that this width is well-suited to
the delay and Doppler spreads in the vehicular environment.
However, it is an open question whether channel congestion
concerns, particularly in the channel used for V2V safety
communication, might be better addressed with the increased
capacity of a 20 MHz channel [17].

2.4.2 ETSI C-ITS

ETSI C-ITS is a European standard for Cooperative Intelligent
Transport Systems that aims to improve road safety, traffic ef-
ficiency, and environmental sustainability. It enables vehicles,
infrastructure, and other road users to communicate, exchang-
ing real-time information about traffic conditions, hazards, and
events. This information can support various applications, such

as collision avoidance, traffic management, and ECO-driving
[15].

ETSI C-ITS uses various technologies, wireless communica-
tion, GPS, and sensors to gather and share data in real-time.
Specifically, it uses the IEEE 802.11p wireless communication
standard and the ETSI ITS-GS5 protocol to enable commu-
nication between vehicles and infrastructure. The primary
communication channel is a short-range wireless technology
that operates on the 5.9 GHz frequency band, similar to
the DSRC standard used in North America. It allows for
direct communication between vehicles and infrastructure and
between vehicles themselves. Cellular networks and satellite
systems are used for more long-range communication and to
provide coverage in areas where short-range communications
are unavailable [15].

2.4.3 Network Security - IEEE 1609.2

The IEEE 1609.2 standard sets out Security Services (SS)
for WAVE that provide Confidentiality, Integrity, and Authen-
tication for DSRC and ETSI C-ITS communication. These
SS mechanisms and procedures are implemented at the Net-
work and Transport layers of the DSRC protocol stack. For
Confidentiality, the standard uses symmetric key cryptography
with a shared secret key established before communication
begins. A MAC code mechanism is used to ensure message
integrity. The standard uses digital certificates issued by a
trusted Certificate Authority (CA) to authenticate vehicles and
infrastructure, containing the public key, identity, and CA
digital signature. Using Security Services Protocol Data Units
(SPDUs) and security certificates, DSRC devices can securely
perform safety-critical operations such as collision avoidance
and emergency response. [19].

Safety messages are transmitted in a non-encrypted format,
while security information messages are encrypted. Strong
elliptic curve cryptographic mechanisms are used, and cer-
tificates are pseudonymized to protect privacy. However, the
protocol is vulnerable to various critical attacks, for example,
malware, black hole, GPS spoofing, and DoS. Additionally,
the limited bandwidth and channel capacity of the 802.11p
standard limit the applicability of matured security solutions
from other communication systems [5].

DSRC also suffers from short-range characteristics and limited
line-of-sight communications, resulting in intermittent con-
nectivity when moving at high speeds. The channel access
mechanism in DSRC results in significant channel access
delay in high vehicular traffic scenarios, and the absence
of a handshake and acknowledgment mechanism leads to a
hidden node problem, resulting in poor link performance and
unreliable broadcast service [20].

2.5 Cellular-V2X Communication

Cellular-V2X (C-V2X) communication includes cellular-based
communication such as LTE, 5G, and in the future, most likely,
6G.
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2.5.1 LTE-V2X

LTE-V2X communications involve V2V, V2I, V2N, and V2P
communications, which allow vehicles to exchange informa-
tion directly or with the help of infrastructures such as Evolved
Node B (eNB) or RSUs. RSUs can broadcast information
related to an emergency scenario or traffic condition to a group
of user equipment. V2N communications involve vehicular
UE and serving entities for V2N applications. The EPC of
the LTE network can connect to an ITS server for various
vehicular services. V2P supports the exchange of messages
between vehicles and pedestrians [20].

The 3GPP developed cellular standards for V2X communica-
tion based on LTE technology, which has evolved into the 5G
NR-V2X standardized in Release 16. The 3GPP specifies the
lower layers of the C-V2X protocol, while the upper layers
are reused from DSRC and ETSI C-ITS standards. This layer
separation allows existing applications developed on DSRC or
ETSI C-ITS to be used with C-V2X, ensuring interoperability.
C-V2X provides two radio interfaces, Uu and PC5, to support
various vehicular use cases [5].

The Uu interface operates within the coverage area of the
base station and is used for V2I and V2N communication. It
allows long-range dissemination of V2X messages through the
cellular core network but is more suitable for latency-tolerant
use cases. The PCS5 interface enables direct communication
between vehicles, roadside units (RSUs), and other road users
without routing every message through the base station. It is
ideal for time-critical safety use cases, offering low latency
communication with enhanced range, reliability, and non-line-
of-sight performance. The PCS5 interface supports both central-
ized and decentralized scheduling modes, allowing vehicles to
operate with or without cellular coverage [5]

Some advantages LTE-V2X communications offer over
DSRC-based V2X communications are that LTE provides
ubiquitous coverage for V2I/V2N services, supports high
mobility of vehicles, prevents hidden node problem, supports
efficient safety message dissemination, performs better in
NLOS environments, and has a high data rate and capacity
[20].

2.5.2 Cellular-V2X Security

In LTE-V2X, security features include Authentication, au-
thorization, and encryption for PC5 and Uu interfaces. 5G-
V2X can leverage similar security functionalities, but specific
security requirements for NR-PC5 are not defined. Integrating
SDN and NFV in 5G introduces new security challenges, and
measures have been standardized to enhance security and pri-
vacy in various domains. However, security and performance
remain important concerns for the successful deployment of
5G-V2X systems [5].

2.5.3 5G-V2X

The 5G-V2X technology introduces enhancements to the
existing C-V2X technology, providing improved reliability,
lower latency, higher throughput, and enhanced positioning for
vehicular communication. These enhancements aim to support
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advanced V2X use cases, including advanced and autonomous
driving, without relying solely on the cellular network. The
NR-PCS5 sidelink, a short-range direct communication mode, is
a key feature of 5G V2X, offering robust V2X operation even
without GPS coverage and providing time synchronization for
effective communication [5].

2.6 Control Area Network

BOSCH developed the Control Area Network (CAN) as a
multi-master message broadcasting system with a maximum
signaling rate of 1 megabit per second [21]. Unlike tradi-
tional communication systems, CAN broadcasts many short
messages to the entire system, and all devices on the network
can decide whether a message is relevant or not. This structure
allows modifications to the network with minimal impact and
non-transmitting nodes to be added without modifying the
network [22].

2.6.1 CAN Messages

CAN messages have a priority feature that helps determine
which message gets transmitted first when multiple messages
are sent simultaneously. This priority feature ensures that the
highest priority message is transmitted smoothly without any
interruptions [22]. CAN also has error capabilities where each
frame’s contents are checked for errors using a Cyclic Redun-
dancy Code (CRC). If a frame has errors, it is disregarded by
all nodes, and an error frame can be transmitted to signal the
error to the network. The controller can differentiate between
global and local errors. If too many errors are detected,
individual nodes can stop transmitting errors or disconnect
themselves from the network completely [22].

CAN is a decentralized network architecture where any node
can write a CAN frame onto the network if the bus is idle.
The transmitted CAN frame does not contain addresses for
transmitting or receiving nodes but rather a unique arbitration
ID that all nodes receive. Each node determines whether to
accept the frame based on this ID. If multiple nodes transmit
simultaneously, the node with the highest priority (i.e., the
lowest arbitration ID) gains bus access, ensuring deterministic
communication among the nodes [22].

2.6.2 On-Board Diagnostics

The Onboard Diagnostic (OBD-II) port is a 16-pin connector
in all modern cars that provides access to the CAN bus. It
was initially created to be used by mechanics for downloading
diagnostic data and running tests. However, a market is now
emerging to allow car owners to access the same data via
their mobile devices or over the Internet. The OBD-II port
provides raw access to the CAN bus, potentially allowing
direct manipulation of CAN traffic in the vehicle. This CAN
bus access can result in control over safety-critical functions
[23].

2.6.3 Electronic Control Unit

Electronic Control Units (ECUs) entered production vehicles
in the late 1970s to improve efficiency and reduce pollutants



in response to the California Clean Air Act and to increase
gasoline prices. Since then, ECUs have been integrated into
every aspect of a car’s functioning, including the throttle,
transmission, brakes, passenger climate, lighting controls, ex-
ternal lights, and entertainment. The amount of software in
luxury sedans has grown from virtually nothing to tens of
millions of lines of code spread across 50-70 independent
ECUs. Many features require complex interactions across
ECUs, such as Electronic Stability Control (ESC) systems
and Active Cruise Control (ACC) systems, which monitor
individual wheel speed, steering angle, throttle position, and
various accelerometers. The typical car contains multiple
buses, generally based on the CAN standard, covering different
component groups. Such buses could be physically isolated but
are ’bridged” to support subtle interaction requirements [24].

3. COMMON WIRELESS THREATS IN MODERN AUTOMO-
TIVE SYSTEMS

The increasing use of V2X communication in connected
vehicles has introduced new possibilities for cyber attackers
to exploit vulnerabilities and launch wireless attacks that
can compromise the confidentiality, integrity, availability, and
authentication of V2X systems. This section will discuss some
of the most common wireless attacks that can target V2X
communication systems. We present currently known vulner-
abilities, some known ways these attacks could be performed,
and some real-life scenarios where vehicles have already been
attacked.

3.1 Common Types of Wireless Attacks

Modern cars face an array of wireless attacks that can threaten
their security. In this subsection, some of the most common
wireless attacks will be presented, such as jamming, replay
attacks, spoofing, and Man-in-the-Middle (MitM) attacks.

3.1.1 Eavesdropping

Eavesdropping is an attack in which an unauthorized third
party attempts to intercept the communication between two
legitimate parties. The eavesdropper aims to access sensitive
information transmitted over the communication channel, in-
cluding confidential or private data [29]. Broadcast messages
in IEEE 802.11p are considered non-confidential, but location-
based and transactional data are encrypted. In LTE-V2X, com-
munication is encrypted using pre-shared secret keys issued
by the authentication center, making it difficult for external
attackers to collect information [6].

An eavesdropping attack can be performed by intercepting
CAN frames broadcast to all nodes on an in-vehicle network.
These can be accessed via interfaces like the OBD port
or telematics system. By analyzing the historically recorded
frames, attackers can discover different functions and weak-
nesses on selected ECUs using a custom program such as
CarShark, built to intercept frames and data sent by the CAN
system [1].

3.1.2 Black-hole/Grey-hole Attack

In a black-hole attack, an attacker drops all packets they
receive, while in a grey-hole attack, the attacker drops a
percentage of packets to avoid detection. Both attacks create
a hole in the network where no packets can move through.
The IEEE 802.11p authentication process can prevent exter-
nal attackers but not internal attackers. LTE-V2X eliminates
external attackers through mutual authentication between UEs
and the core network, but internal attackers are still possible
in some cases. When two UEs are out of network coverage,
communication with other UEs with revoked credentials is
possible. In partial D2D coverage, a compromised relaying
node could drop packets and block communication with eNB.
The broadcast of warning packets can help reduce the effect
of the attack due to the diffusion of multiple copies over the
network [6].

3.1.3 Man-in-the-Middle

The MitM attack involves a malicious node intercepting V2V,
V2I or V2N communications. There are two different types of
MitM attacks: passive and active. In an active MitM attack,
the attacker can, for example, inject false information and
drop or delay messages. In a passive MitM attack, an attacker
eavesdrops on the communication between legitimate vehicles
without altering the content. By positioning themselves in the
middle, the attacker gains control over the communication
link while the communicating vehicles remain unaware of
the breach of privacy. This attack can lead to various con-
sequences, such as map poisoning, where false content is
injected into the map database, causing incorrect navigation
instructions or unavailability of critical information [5].

3.1.4 Denial of Service

A Denial of Service (DoS) attack involves flooding a host with
excessive information to overwhelm it, making the host inca-
pable of receiving or processing legitimate data. In vehicular
networks, the RSU is the primary target for attackers since
it handles the authentication, management, and updating of
vehicles and their data. Blocking the attacker’s IP address is
the simplest way to prevent DoS attacks. However, attackers
can use multiple IP addresses in distributed attacks, making it
challenging to mitigate and combat these attacks. They can be
performed on both RSUs and other vehicles on the network,
making them more challenging to block [11].

IEEE 802.11p MAC is vulnerable to flooding attacks as the
attacker can exploit the so-called binary exponential back-off
scheme and the network allocation vector field. In LTE-V2X,
the attacker can use resource scheduling information, inject
packets during the UE’s active mode, or impersonate other
UEs to send fake reports, causing flooding attacks. Flooding
attacks can cause a delay in transmitting data, cause a conflict
at eNB, and eNB may stop accepting new requests [6].

3.1.5 Jamming

Jamming attacks can be used to corrupt data or jam channels,
which can affect both IEEE802.11p and LTE-V2X physical
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TABLE I
SUMMARY OF WIRELESS ATTACKS AND V2X COMMUNICATION SYSTEMS.

Attack Compron.used Security Layer(s) Internal or External | Active or Passive Reference(s)
Requirement(s)
Eavesdropping Conlfjgil;g;hty’ Physical External Passive [25], [5].[1],[6]
Application,
Black-hole/Grey- Integrity, .
hole Attack Auvailability Transport, External Active (61,261,111
Network
Confidentiality, Application,
. Integrity, Transport, .
MitM Lo Network, External Active [51.127]
Availability, .
Authentication Data Iflnk’
Physical
Application,
Transport,
DoS Availability Network, External Active [51,[251,[41,[1],
Data Link,
Physical
Jamming Availability Physical External Active [51,[41,[1],[6]
Spoofing Authentication Physical External Active [51.[11,[6]
Application,
Transport,
Message Tampering Integrity Network, External Active [51,[6],[4],
Data Link,
Physical
Application,
Replay Attacks Integrity 1132:1\?:) (r)lr(t,, External Active [281,[51,[41,[1],[6],[11]
Data Link
Application,
Impersonation AutIl:l etlggrcietl;lon, E:?;]Z?Ir:” Internal Active [61,[5],[11]
Data Link

layer, as they are both based on orthogonal frequency-division
multiplexing. The use of directional antennas can reduce the
impact of this type of attack and allow vehicles to avoid the
jamming area [6]. GPS jamming occurs when an adversary
blocks GPS signals. Although the selling or use of GPS
jamming equipment is illegal in most parts of the world, it can
also be achieved through legal and low-cost Software Defined
Radio [1].

3.1.6 Spoofing

Spoofing is an attack where the attacker sends fake signals
to deceive the receiver. GPS spoofing happens when someone
uses a radio transmitter to send counterfeit GPS signals to a
receiver antenna to counter a legitimate GPS satellite signal.
Advanced GPS spoofing techniques now make cars vulnerable
to GPS signal spoofing. Spoofing attacks can also occur when
the compromised node sends messages with a fake location
or time. Message spoofing attack is another type of spoofing
where the attacker provides incorrect location information to
the vehicles in the network. Spoofing attacks may facilitate
other attacks where vehicle identification is used as the tool
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for launching attacks. To prevent spoofing attacks from being
carried out, plausibility checks are required to detect the fake
location and time [1], [6], [2].

3.1.7 Message Tampering

Message tampering attacks involve spreading bogus or modi-
fied messages that harm vehicles and put them in danger. In
IEEE 802.11p, internal attackers may use their digital certifi-
cates to sign false messages, but detection schemes can include
them in certificate revocation lists. In LTE-V2X, external
attackers cannot inject or alter packets due to encryption, but
internal attackers can inject false information as the integrity
algorithm is only applied on signaling packets [6].

Attackers can perform message tampering attacks using the
methods of frame falsifying and frame injection. With frame
falsifying, attackers can design their attack by sending fake
frames with false data through the CAN bus to mislead
corresponding legitimate ECUs. Attackers can also perform
frame injection by using a malicious node as a starting point,
such as a laptop, reprogrammed ECU, or infected telematics
system, and setting appropriate frames’ ID to make the target



node on the CAN bus accept these fake frames. These attacks
can lead to incorrect information displayed on the instrument
panel cluster, which may fool the driver and cause dangerous
behaviors [1].

3.1.8 Replay attacks

Replay attacks are a variant of MitM attacks where valid
transmission data is repeated or delayed, often targeting
communications between vehicles and RSUs in vehicular
networks. Intercepting a message containing the encryption
key or password would enable an attacker to authenticate itself
later, and these attacks are difficult to mitigate since it is almost
impossible for a vehicle or RSU to detect an ongoing attack.
Mitigation methods include strong encryption, virtual private
networks, and time-delay variation. Replay attacks can be
particularly effective, allowing attackers to send valid frames
to the CAN bus and perform various actions, such as starting
the engine and driving the car away [11], [1].

3.1.9 Impersonation

Impersonation attacks in vehicular networks involve malicious
nodes that mimic RSUs or other vehicles to deceive users
into disclosing their authentication information. The attackers
could then use this information to access classified data or to
impersonate other parties. Attackers could gain priority and
reduce network congestion by impersonating an emergency
vehicle. Encryption, localization, and clustering are among the
mitigation strategies to counter impersonation attacks [11]. For
LTE-V2X systems, a malicious vehicle can impersonate a legal
vehicle and gain access to the LTE-V2X system by sending
the victim vehicle’s identity and certificate to a legal eNodeB
during the authentication procedure. As a result, the malicious
vehicle is regarded as legitimate, enabling it to transmit fake
V2X messages and potentially spread false traffic information
or disrupt the stability of a platoon from the inside [30].

3.2 Methods of Carrying Out Wireless Attacks

There are several ways wireless attacks could be performed,
most of them by finding vulnerabilities in a car’s communi-
cation interfaces. The attacks can be performed via indirect
physical access, short-range wireless access, and long-range
wireless access [31].

3.2.1 Indirect Physical Access

A car can be attacked via indirect access using the OBD port,
CD player, and USB port. The OBD port can be attacked by
compromising the diagnostic device being plugged into it. At
the same time, the CD player can be tricked into installing
malicious software by inserting a CD with a specific name or
playing a malicious music file. Similarly, a corrupted file on a
USB key or a compromised device like a smartphone can also
perform an attack against the ECU it is connected to [31].

3.2.2 Short Range Wireless Access

Short-range attacks can be direct or indirect and involve short-
range wireless communication technologies. Examples include
wireless pairing of mobile devices, car-to-car communications,
TPMS, and wireless unlocking. These attacks can lead to
data retrieval, eavesdropping, and the compromise of the ECU
responsible for the communication network. Some attacks can
also be extended beyond their short range through relays or
more powerful antennas [31].

3.2.3 Long Range Wireless Access

Access via this medium requires a long-range transmission
channel and the compromise of an intermediary device. One
example is the app store provided by some car manufacturers.
A successful attack against the online store or a program
sold on it containing a Trojan horse could have serious large-
scale consequences. Another example is the installation of
a backdoor into an ECU of a vehicle compromised through
any of the previously described attacks. Broadcasts of certain
signals can trigger the execution of a series of instructions
in any compromised vehicle in the range of these broadcasts.
Catastrophic scenarios can be imagined by combining such
techniques with a significant number of previously infected
vehicles [31].

3.3 Components of Modern Automated Cars

Modern cars have interconnected layers, including the Sensing,
Communication (e.g., using a CAN bus), and Control layers.
Compromising any of these layers can result in serious security
breaches [1]. Note that this paper primarily focuses on attacks
against the communication layer of modern automated cars.
However, it is essential to acknowledge the severe nature of
attacks against the sensing and control layers and highlight
their potential consequences. Attacks on the communication
layer can serve as a gateway to compromising the entire ve-
hicle system, including its sensing and control functionalities.
a) Sensing Layer

Various types of attacks can be carried out on the sensing layer
of autonomous vehicles, including GPS jamming and spoofing
attacks, Millimeter Wave (MMW) attacks, LiDAR sensor
attacks, ultrasonic sensor attacks, and camera sensor attacks.
Countermeasures depend on the type of sensor being used and
include strategies such as advanced signal-processing-based
techniques, encryption-based defenses, moving MMW radar
frequency to over 100 GHz, combining multiple wavelength
LiDAR, and using V2V communication. It is important to note
that even with these countermeasures in place, determined
attackers with large budgets may still be able to carry out
successful attacks [1].

b) Communication Layer

Due to the lack of encryption and authentication in the in-
vehicle communication layer, attackers can intercept CAN
frames and sniff for important information, falsify frame
data to mislead ECUs, inject frames with false information,
perform replay attacks, and launch denial of service attacks.
The absence of authentication and encryption in the CAN bus
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system allows attackers to access a malicious node, such as
a laptop, reprogrammed ECU, or telematics system infected
by malware. Without proper security measures, these attacks
can cause dangerous behavior or even harm to drivers and
passengers. Adding encryption and authentication to enhance
in-vehicle network security can provide confidentiality and re-
liability for CAN frames. However, it is a complex process that
requires efficient key management to prevent attackers from
accessing private keys. Furthermore, implementing authenti-
cation and encryption can degrade transmission efficiency,
potentially affecting time-critical components, and must be
balanced with security needs [1].

c) Control Layer

There are potentially life-threatening dangers of attacks on
the control layer of a vehicle since it is responsible for the
steering, brakes, engine, and transmission. Compromising this
layer can have catastrophic consequences, especially when the
car moves on a highway. The vulnerability of the control
layer is highlighted when both the sensing and communication
layers are compromised, as attackers can trick the car into
ignoring the message sent by the sensors, putting the driver
and other road users at risk. Some control layer attacks
are control override, injection, and in-vehicle network access
attacks. Some measures to counter this include implementing
code obfuscation and proper code signing of new firmware to
prevent malicious code and ensuring that only certified and
well-tested apps can connect with the car’s internal organs via
smartphone technology [1].

d) CAN Security Issues

The CAN protocol has inherent weaknesses, such as its broad-
cast nature, which allows a malicious component to Snoop
on all communications or send packets to any other node on
the network. It is also vulnerable to DoS attacks and does
not contain authenticator or source identifier fields, making
distinguishing between legitimate and malicious components
difficult. These weaknesses can be exploited to control all the
other components on the bus through a single compromised
component [24].

In [24], the authors gained control of various electronic
components in a modern automobile, including the brakes,
engine, and door locks, using only a laptop computer and an
off-the-shelf radio. Several vulnerabilities were identified and
exploited by sending specially crafted CAN packets over the
car’s CAN bus, which is the primary communication network
used by the car’s various ECUs. An attacker could access the
car’s internal network through physical access to the OBD-II
port or by inserting a malicious component into the car’s parts
supply chain.

Eavesdropping on the CAN bus in vehicles is possible due
to the lack of encryption, allowing adversaries to gather
information by sniffing CAN frames. Eavesdropping attacks
can be seen as a gateway to more significant attacks. In
one study, researchers used captured CAN frames to identify
the ID of a specific node they planned to attack. They then
implemented a DoS attack by manipulating the data from
the parking sensor. Eavesdropping attacks also put personal

537

information is also at risk. In a separate study, researchers
identified the vehicle’s driver solely based on the sensory data
transmitted through the CAN bus, even with just one piece of
data, such as the brake pedal [25].

3.4 Examples of Attack Scenarios

In recent years, many attacks and vulnerabilities have emerged
targeting vehicles utilizing V2X communication. These attacks
exploit various techniques, as discussed in 3, to manipulate
messages and disrupt traffic flow, posing potential risks to the
safety of drivers and passengers alike.

a) The Jeep Cherokee Hack

In 2015, researchers Miller and Valasek successfully executed
a remote hack on a Jeep Cherokee, demonstrating the vul-
nerability of modern cars. Using the Uconnect feature, an
Internet-connected computer system in hundreds of thousands
of Fiat Chrysler cars, SUVs, and trucks, the researchers were
able to gain access to the vehicle’s internal computer network,
known as a CAN bus, from anywhere in the country through
the car’s cellular connection. Once inside the network, they
silently rewrote the firmware of the entertainment system’s
chip, allowing them to send commands to physical components
like the engine and wheels [32]. Although the researchers
limited the release of their tool, many of the dashboard hijinks
and GPS tracking that they demonstrated are possible with the
code they published. They shared their research with Chrysler
for nine months, allowing the company to release a patch
before the Black Hat conference. Chrysler acknowledged the
vulnerability and committed to providing customers with the
latest software updates to secure their vehicles against potential
vulnerabilities. This research highlights the potential risks and
vulnerabilities of the connected car, urging car manufacturers
to prioritize security measures in their designs [32].

b) Keyless Car Theft Attack

Modern cars use keyless entry systems, allowing users to
lock and unlock their vehicles without physical keys, which
has introduced new vulnerabilities to modern cars. Remote
Keyless Entry (RKE) systems utilize unidirectional Radio
Frequency (RF) transmission between a key fob and the car. In
traditional RKE systems, a fixed code was used, making them
susceptible to replay attacks. Rolling codes were introduced
to address this, generating a unique code for each operation.
However, even rolling code-based systems are not immune
to attacks, as demonstrated by the RollJam attack by Samy
Kamkar. These attacks, which can be conducted with relatively
cheap hardware and software, highlight the need for effective
countermeasures. To mitigate these threats, an authentication
mechanism based on hashing and asymmetric cryptography
could be used to enhance security for RKE systems [28].

c) Tesla Autopilot Hack

Keen Security Lab conducted security research on Tesla vehi-
cles and shared their findings at Black Hat USA conferences in
2017 and 2018, as described in [33]. Building on their previous
work, they analyzed the Tesla Autopilot ECU (APE) and its
CAN messaging functions. By exploiting a design weakness in
the lane recognition system while the vehicle was in Autosteer



mode, they successfully gained remote control of the steering
system without physical contact.

In addition, the researchers developed an optimization algo-
rithm to create adversarial examples that disrupted the auto
wipers function, which relied solely on camera data. They
demonstrated the effectiveness of their adversarial example
attack in the physical world. Furthermore, they identified a
potential risk in the lane recognition system, showing that
minor changes on the road could mislead the Tesla car into
the reverse lane.

The research contributions can be summarized as follows:
Firstly, they demonstrated the ability to remotely gain root
privilege of the APE and control the steering system. Secondly,
they successfully disrupted the auto wipers function using
adversarial examples in real-world conditions. Lastly, they
showed the potential for misleading Tesla vehicles into the
reverse lane with minimal road modifications. Through their
research, Keen Security Lab highlighted the importance of
addressing these vulnerabilities to enhance the security and
safety of Tesla vehicles equipped with Autopilot.

3.5 Attack Motivation and Capabilities

In analyzing the attacker’s capabilities and motivations within
a network, an attacker’s model is defined based on three
dimensions: internal and external, malicious and rational, and
active and passive, as defined in [34]. This paper focuses on
analyzing internal and external attacks and classifying them
as active or passive and also works under the assumption that
all attackers have malicious intent.

Internal attacks are initiated by fully authorized nodes that
bypass the authentication model, allowing them to exploit vul-
nerabilities and launch attacks. External attacks are launched
by unauthorized nodes that do not have legitimate access to
the network. In the case of external attacks, implementing a
secure authorization model can help minimize their impact [6].
The distinction between internal and external is essential
in understanding network attacks. Internals (or insiders) are
authenticated members of the network who have legitimate
access and can communicate with other members. They typ-
ically possess a certified public key, which gives them more
extensive opportunities to exploit vulnerabilities and launch
attacks. Insiders may also have insider knowledge of the
network and its specific protocols. In contrast, externals (or
outsiders) face limitations in the diversity of attacks they can
execute because they need more authorized access and insider
knowledge [34].

A malicious attacker has the goal of causing harm to the
network’s members or disrupting its functionality without any
personal benefit. Their primary focus is inflicting damage, and
they are willing to use any means necessary, disregarding the
costs and consequences involved. On the other hand, a rational
attacker seeks personal gain from their attacks, making their
behavior more predictable. Their actions are driven by the
pursuit of personal profit, which influences their choice of
attack methods and targets [34].
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An active attacker can generate malicious packets or signals,
directly interacting with the network infrastructure or targeted
devices. They can launch different types of attacks, including
injecting false data, modifying messages, or initiating DoS
attacks. A passive attacker adopts a passive approach, pri-
marily focusing on eavesdropping and monitoring the wireless
communication channel. Their objective is to intercept and an-
alyze network traffic, intending to gather sensitive information
without actively disrupting the network’s operations [34].

3.6 Countermeasures

To address the vulnerabilities of the V2X communication pro-
tocols, researchers and practitioners have developed a range of
countermeasures to mitigate the risks associated with wireless
attacks.

3.6.1 Cryptography

We can use several encryption schemes to protect the V2X
communication network. Symmetric encryption involves using
a single key to both encrypt and decrypt data. It is simple
and fast, making it suitable for storing data in a centralized
location. However, it is less commonly used for point-to-point
communication. On the other hand, asymmetric encryption
uses a two-key system where a public key is used to encrypt
data, and a private key is used to decrypt it. It is slower than
symmetric encryption but offers enhanced security. Different
authentication and secure communication methods in vehicular
networks are proposed using asymmetric encryption [11].
Public Key Infrastructure (PKI) based asymmetric cryptog-
raphy is a security approach that involves a trusted third
party managing public keys and ensuring security in C-ITS.
It comprises computer systems, policies, and people handling
public key certificates. The IEEE 1609.2 standard recommends
using PKI for secure V2X communication. The standard
specifies using ECDSA (Elliptic Curve Digital Signature Al-
gorithm) for fast authentication and non-repudiation, despite
the computationally intensive operations it requires [5].
Cryptography-based solutions could protect against attacks
on V2X networks such as DoS, MitM, impersonation, and
replay attacks [5]. However, these solutions may not be
practical due to challenges in managing and maintaining keys
in a decentralized and heterogeneous environment. Moreover,
the limited capabilities of sensors and transceivers in V2X
networks make sophisticated encryption techniques not easy
to implement [29].

3.6.2 Network Security

The security of CAN and ECUs in vehicles is lacking, ren-
dering them vulnerable due to their connections to external
devices and various communication technologies. Intrusion
Detection Systems (IDSs) are recommended to mitigate these
risks, with two main types: signature-based detection, which
compares incoming data to known attack signatures, and
anomaly-based detection, which identifies deviations from
normal behavior [11].

Various studies propose IDS techniques for securing intelli-
gent cars. Signature-based IDSs target specific attacks, while



anomaly-based IDSs use methods like clock-based analysis,
statistics, or machine learning algorithms to detect abnormal
communication network behavior [11].

However, these techniques face challenges. Signature-based
detection may struggle with new or unknown attacks, resulting
in high false-negative rates. Anomaly-based detection encoun-
ters difficulties in defining accurate baselines, leading to high
false-positive rates. Nonetheless, ongoing advancements in
data analysis and machine learning are expected to improve
the performance of these approaches, addressing the security
concerns in intelligent cars [11].

4. CONCLUSION

In conclusion, wireless attacks on modern cars present signifi-
cant security threats that require attention and countermeasures
to ensure the safety and privacy of vehicle owners. The
complexity of implementing these attacks varies, but vulnera-
bilities in communication interfaces, such as the CAN bus,
make eavesdropping, message tampering, and other attacks
relatively straightforward. The effects of these attacks can
be wide-ranging and potentially dangerous, compromising
confidentiality, disrupting communication networks, and even
enabling unauthorized access or control over critical vehicle
functions. Mitigating these attacks requires a comprehensive
approach that combines technological advancements and secu-
rity measures, including encryption, authentication, integrity
algorithms, localization, clustering, and warning systems. The
examples of the Jeep Cherokee Hack, the Tesla Autopilot
Hack, and the Keyless Car Theft Attack highlight the vul-
nerabilities associated with increased connectivity in vehicles
and emphasize the need for enhanced security measures.
Taking a proactive stance towards security is crucial, and
understanding the motivations and intentions of attackers is
essential for assessing risks and implementing effective coun-
termeasures. Categorizing attackers based on their internal or
external status, malicious or rational behavior, and active or
passive engagement provides insights for tailoring defenses
and strategies.

The ISO/SAE DIS 21434 standard provides valuable guide-
lines for automotive cybersecurity, offering a risk-oriented
approach to identify and mitigate threats. Although it does not
explicitly address wireless attacks, incorporating the standard’s
processes and maintaining effective communication channels
between cybersecurity and functional safety engineering can
enhance cybersecurity in the automotive industry. By learning
from past attacks, implementing robust security measures,
and following a systematic approach, the industry can work
towards building safer and more secure vehicles, ensuring the
protection of drivers, passengers, and their data.
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